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Data Protection
Policy

1. Introduction

The General Data Protection Regulations (GDPR), to be included in the expected Data
Protection Act 2018, is the law that protects personal privacy and upholds individuals’ rights. It
applies to anyone who handles or has access to people’s personal data.

This policy is intended to ensure that personal information is dealt with properly and securely
and in accordance with the GDPR. It will apply to information regardless of the way it is used,
recorded and stored and whether it is held in paper files or electronically.

The school is required to process relevant personal data regarding staff, students, their parents
and guardians.

The school must manage and process personal data properly, protect the individual’s right
to privacy and provide an individual with access to all personal data held on them.

The school will make available privacy notices which inform data subjects why their personal
information is needed, how it will be used and with whom it will be shared (see Appendix
A)

2. The Principles
The school shall, so far as is reasonably practicable, comply with the six Data Protection
Principles contained in the GDPR to ensure all data is:

i.  Processed lawfully, fairly and in a transparent manner.

ii. Collected for specified, explicit and legitimate purposes, and not further processed in a
manner that is incompatible with those purposes.

iii. Adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed.

iv.  Accurate and, where necessary, kept up to date. Every reasonable step must be taken
to ensure that personal data that is inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay.

v. Kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed.

vi. Processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical and organisational
measures.

3. Personal Data

Personal information is any information that relates to a living individual who can be identified
from the information, including information such as an online identifier, such as an IP address.
This includes both automated personal data and manual filing systems, as well as
chronologically ordered data and pseudonymised data.

In the context of this document and the school’s requirement to process “personal data” as
part of its duty of care and to educate its students, “personal data” may include:
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Pupil records including name and address, date of birth, emergency contacts.
School admission and attendance registers.

Student’s curricular records.

Reports to parents on the achievements of their children.

Records in connection with students entered for prescribed public examinations.
Student disciplinary records.

Personal information for teaching purposes.

Staff records, including payroll records.

References.

Safeguarding information (such as court orders and professional involvement.)
Special educational needs (including the needs and ranking.)

In addition, the school may be required by law to collect and use certain types of information to
comply with statutory obligations of Local Authorities, Government Agencies and other bodies.

Personal data such as racial or ethnic origin, political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of genetic data, biometric data, data
concerning health or data concerning a person’s sexual orientation is classed as special
categories of personal data, and the processing of this data is more strictly controlled.

4. Why We Collect and Use Pupil Information
The personal data collected is essential, for the school to fulfil their official functions and meet
legal requirements.

We collect and use pupil information, for the following purposes:

a) To support pupil learning.

b) To monitor and report on pupil attainment progress.

c¢) To provide appropriate pastoral care.

d) To assess the quality of our services.

e) To keep children safe (food allergies, or emergency contact details.)

f) To meet the statutory duties placed upon us by the Department for Education.

Under the General Data Protection Regulation (GDPR), the lawful bases we rely on for
processing pupil information are:

e For the purposes of (a), (b), (c) & (d) in accordance with the legal basis of Public task:
collecting the data is necessary to perform tasks that schools are required to perform as
part of their statutory function.

e For the purposes of (e) in accordance with the legal basis of Vital interests: to keep
children safe (food allergies, or medical conditions.)

e For the purposes of (f) in accordance with the legal basis of Legal obligation: data
collected for DfE census information.

Section 537A of the Education Act 1996
The Education Act 1996 s29(3)
o The Education (School Performance Information)(England) Requlations2007

o

o

Chalton Lower School Data Protection Policy Sep 24


http://www.legislation.gov.uk/ukpga/1996/56/section/537A
http://www.legislation.gov.uk/ukpga/1996/56/section/29
http://www.legislation.gov.uk/uksi/2007/2324/contents/made
http://www.legislation.gov.uk/uksi/2007/2324/contents/made

O requlations 5 and 8 School Information (England) Regulations 2008
o The Education (Pupil Registration) (England) (Amendment) Requlations2013

In addition, concerning any special category data:

In the case of ethnicity and fingerprint information: condition a: the data subject has given
explicit consent to the processing of those personal data for one or more specified purposes,
except where Union or Member State law provide that the prohibition referred to in paragraph
1 may not be lifted by the data subject.

5. Consent
We obtain pupil information via registration forms at the start of each academic year. In

addition, when a child joins us from another school, we are sent a secure file containing
relevant information.

Pupil data is essential for the schools’ operational use. Whilst most of the pupil information
provided to us is mandatory, some of it is provided to us on a voluntary basis. In order to comply
with GDPR we will inform you at the point of collection, whether you are required to provide
certain pupil information to us or if you have a choice in this and we will tell you what you need
to do if you do not want to share this information with us.

Where processing is based on consent, the consent given will be a positive indication, rather
than inferred. Requests for consent will be in an intelligible and easily accessible form, using
clear and plain language. Under the GDPR, children under the age of 13 are not considered
mature enough to give consent, so where we require consent to process data, we will request
this from the child’s parents.

6. Photography and Video Recordings

The school may take photographs or video footage of pupils within the school. These may be
used internally on school noticeboards or in classrooms, or may appear externally in
publications such as the prospectus, or on the school website or Facebook page. External
agencies such as the school photographer may take photos, or photos may be made available
to local newspapers. When photos are used externally, they will not be accompanied with any
other personal information about the child. The school will obtain consent from parents (or the
individuals if over 16) to use these images and will explain how the photos will be used. Parents
can refuse to give consent or withdraw it at any time.

7. CCTV
We have dummy CCTV cameras around the school to act as a deterrent.

8. Data Protection Controller and Data Protection Officer

The school has a legal responsibility to comply with the GDPR. The school, as a corporate
body, is named as the Data Controller under the Regulations.

Data Controllers are people or organisations who determine the purposes and means of the
processing of personal data. The school is required to ‘notify’ the Information Commissioner that
they are processing personal data. This information will be included in a public register which is
available on the Information Commissioner’s website:

https://ico.org.uk/about-the-ico/what-we-do/reqister-of-data-controllers/
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A Data Protection Officer (DPO) will be appointed to inform and advise the school and its
employees about their obligations to comply with the GDPR and other data protection laws, and
to monitor the school’s compliance with these laws. The DPO will have professional experience
and knowledge of data protection law, will report to the highest level of management at the
school and will operate independently. Sufficient resources will be provided to the DPO to
enable them to meet their GDPR obligations. Our DPO at Chalton Lower School is the
Information Governance team at Central Bedfordshire Council. The contact details are as
follows: Email: information.qgovernance@centralbedfordshire.gov.uk, Telephone: 0300 300
5765.

9. Rights of Access

Individuals have a right of access to information held by the school. Any individual wishing to
access their personal data should submit a Subject Access Request (SAR) in writing or by email
addressed to the Data Protection Officer at the school address:

Data Protection Officer
Chalton Lower School

Luton Road

Chalton, Bedfordshire

LU4 9UJ

chalton@chaltonlower.co.uk

Requests will be responded to within a month, unless there are numerous or complex requests,
in which case the period of compliance will be extended by a further two months. The individual
will be informed of this extension and will receive an explanation of why the extension is
necessary within one month of the receipt of the request. The school will verify the identity of the
person making the request before any information is supplied.

Where a request is manifestly unfounded or excessive, the school retains the right to refuse to
respond to the request. The individual will be informed of the decision and the reasoning behind
it, as well as their right to complain to the supervisory authority and to a judicial remedy, within
one month of the refusal.

A copy of the information will be supplied to the individual free of charge, however the school
may charge a reasonable fee for providing further copies of the same information, or where a
request is manifestly unfounded, excessive or repetitive. All fees will be based on the
administrative cost of providing the information.

10. Other Rights of the Individual

In addition to the rights to make a Subject Access Request, individuals also have the following

rights:

¢ Right to rectification of personal data held by the school.

o Right to erasure of personal data held by the school where there is no compelling reason
for its continued processing.
Right to restrict processing of their personal data by the school.

¢ Right to data portability, i.e. to request that their personal data is transferred to a third
party in a structured, commonly used and machine-readable form.

¢ Right to object to the processing of personal data on the basis of legitimate interests
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or the performance of a task in the public interest, for the purposes of direct marketing or
for purposes of scientific or historical research.
e Right to be notified of a data breach in certain circumstances.

Any requests to exercise these rights should be addressed to the DPO at the address given
above.

11. Who We Share Pupil Information With

We routinely share pupil information with:

¢ Nurseries and pre-schools that the pupils attend before starting school.
e Schools that the pupils attend after leaving us.

e Our local authority.

e The Department for Education (DfE.)

e Local Authorities.

12. Data Protection by Design and Default

The school will adopt a privacy by design approach and implement technical and organisational
measures which demonstrate how the school has considered and integrated data protection
principles into all processing activities.

Privacy Impact Assessments (PIAs) will be used where the processing of data is likely to result
in a high risk to the rights and freedoms of individuals, and when new technologies are
introduced. The PIA will include a description of the process and its purpose, an assessment of
the necessity and proportionality of the processing in relation to the purpose, an outline of the
risks to individuals and the measures implemented to address the risk.

The school will provide comprehensive, clear and transparent policies and privacy notices, and
only process data that is necessary for each specific processing purpose.

13. Data Security

The school will determine and maintain an appropriate level of security and back up for its
premises, equipment, network, programs, data and documentation, and will ensure that access
to them is restricted to appropriate staff. In particular:

o Paper-based records are kept in locked filing cabinets or cupboards, with restricted
access.

e Confidential paper records will not be left unattended or in clear view anywhere with
general access.

o Digital data is coded, encrypted or password-protected.

o Where data is saved on removable storage or a portable device, the device is kept in a
locked cabinet, drawer or safe when not in use.

o Memory sticks will not be used to hold personal data unless they are password- protected
and fully encrypted.

o All electronic devices are password-protected to protect the information in case of theft.
Governors who use personal devices are expected to follow the same security
procedures as for school owned equipment.

e Where data is transferred to another data processor (e.g. payroll provider), the school
has obtained confirmation that they are storing and processing the data in accordance with
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GDPR.

14. Data Breaches

The school will take all reasonable steps to ensure that there are no data breaches, but if one

does occur, the following steps will be taken:

¢ On finding a potential data breach, the relevant party must inform the DPO.

o The DPO will consider whether a breach has occurred, i.e. has data been lost, stolen,
destroyed, altered, disclosed when it should not have been, or made available to
unauthorised people.

e The DPO will assess the risk of the breach having a detrimental effect on the individual
or causing them damage and decide whether the breach must be further reported.

e If reporting is considered necessary, this will be done within 72 hours of the breach,
and will document the nature of the breach, with categories and numbers of individuals
and/or records concerned, an explanation of the likely consequences, and a description of
the measures taken to mitigate any adverse effects.

e If the risk to individuals is high, then the DPO will also notify all individuals
concerned, with the same information as above.

15. Disposal of Records

Data will not be kept for longer than is necessary — retention periods are detailed in Appendix B.
Unrequired data will be deleted as soon as practicable.

Paper documents will be shredded and electronic files overwritten or deleted.

We may also use a third party to dispose of records on our behalf, and will obtain guarantees for
them that they comply with GDPR.

16. How the Government Uses Data

The pupil data that we lawfully share with the DfE through data collections:

¢ Underpins school funding, which is calculated based upon the numbers of children and
their characteristics in each school.

o Informs ‘short term’ education policy monitoring (for example, school results or Pupil
Progress measures).

e Supports ‘longer term’ research and monitoring of educational policy. (for example, how
certain subject choices go on to affect education or earnings beyond school)

To find out more about the data collection requirements placed on us by the Department for
Education (for example, via the school census) go to:
https://www.gov.uk/education/data-collection-and-censuses-for-schools

17. The National Pupil Database (NPD)

Much of the data about pupils in England goes on to be held in the National Pupil Database
(NPD).

The NPD is owned and managed by the Department for Education and contains information
about pupils in schools in England. It provides invaluable evidence on educational
performance to inform independent research, as well as studies commissioned by the
Department.

It is held in electronic format for statistical purposes. This information is securely collected from
a range of sources including schools, local authorities and awarding bodies.
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To find out more about the NPD, go to:
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-
supporting-information.

18. Sharing
The law allows the Department to share pupils’ personal data with certain third parties,
including:

e schools

¢ local authorities

e researchers

e organisations connected with promoting the education or wellbeing of children in

England
¢ other government departments and agencies
e organisations fighting or identifying crime

For more information about the Department’s NPD data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

Organisations fighting or identifying crime may use their legal powers to contact DfE to request
access to individual level information relevant to detecting that crime. Whilst numbers fluctuate
slightly over time, DfE typically supplies data on around 600 pupils per year to the Home Office
and roughly 1 per year to the Police.

For information about which organisations the Department has provided pupil
information, (and for which project) or to access a monthly breakdown of data share
volumes with Home Office and the Police please visit the following website:
https://www.gov.uk/government/publications/dfe-external-data-shares

19. How to find out what personal information DfE hold about you
Under the terms of the Data Protection Act 2018, you are entitled to ask the Department:
- If they are processing your personal data.
< For a description of the data they hold about you.
< The reasons they're holding it and any recipient it may be disclosed to.
e For a copy of your personal data and any details of its source.

If you want to see the personal data held about you by the Department, you should make a
‘subject access request’. Further information on how to do this can be found within the
Department’s personal information charter that is published at the address below:

To contact DfE: https://www.gov.uk/contact-dfe
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Appendix A i — Privacy Notice for pupils

Privacy Notice (How we use pupil information)

The categories of pupil information that we collect, hold and share include:

e Personal information (such as name, unigque pupil number and address)

e Characteristics (such as ethnicity, language, nationality, country of birth and free school
meal eligibility)

¢ Attendance information (such as sessions attended, number of absences and absence
reasons)

o Assessment information

¢ Relevant medical information

e Special Educational Needs information
e Exclusions/behavioural information

Why we collect and use this information
We use the pupil data:

e to support pupil learning

¢ to monitor and report on pupil progress

e to provide appropriate pastoral care

e to assess the quality of our services

e to comply with the law regarding data sharing

The lawful basis on which we use this information

We collect and use pupil information under Article 6e (task in the public interest) and Article 9
(consent) for special category data from the GDPR.

Collecting student information

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will
inform you whether you are required to provide certain pupil information to us or if you have a
choice in this.

Storing pupil data

We hold pupil data for the time they attend our school, after which their file is passed on to
their next school. Safeguarding information may be retained for a longer period.
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Who we share pupil information with
We routinely share pupil information with:

e schools that the pupils attend after leaving us
¢ our local authority

¢ the Department for Education (DfE)

¢ the NHS where appropriate

Why we share pupil information

We do not share information about our pupils with anyone without consent unless the law
and our policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with the (DfE) under regulation 5 of The
Education (Information About Individual Pupils) (England) Regulations 2013.

Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/data-
collection-and-censuses-for-schools.

The National Student Database (NPD)

The NPD is owned and managed by the Department for Education and contains information
about pupils in schools in England. It provides invaluable evidence on educational performance
to inform independent research, as well as studies commissioned by the Department. It is held in
electronic format for statistical purposes. This information is securely collected from a range of
sources including schools, local authorities and awarding bodies. We are required by law, to
provide information about our pupils to the DfE as part of statutory data collections such as the
school census and early years’ census. Some of this information is then stored in the NPD. The
law that allows this is the Education (Information About Individual Pupils) (England) Regulations
2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-
pupil- database-user-quide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by conducting research or analysis,
producing statistics, providing information, advice or guidance.

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data.
Decisions on whether DfE releases data to third parties are subject to a strict approval process
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and based on a detailed assessment of:

who is requesting the data

the purpose for which it is required

the level and sensitivity of data requested: and

the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.qgov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided pupil information,
(and for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

Requesting access to your personal data

Under data protection legislation, parents and pupils have the right to request access to
information about them that we hold. To make a request for your personal information, or be
given access to your child’s educational record, contact the DPO on the address above.

You also have the right to:

object to processing of personal data that is likely to cause, or is causing, damage or
distress

prevent processing for the purpose of direct marketing
object to decisions being taken by automated means

in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

¢ claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we request
that you raise your concern with us in the first instance. Alternatively, you can contact the
Information Commissioner’s Office at https://ico.org.uk/concerns/

Contact:

If you would like to discuss anything in this privacy notice, please contact:

Data Protection Officer
c/o Chalton Lower School
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Luton Road
Chalton
Bedfordshire
LU4 9UJ

chalton@chaltonlower.co.uk
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Appendix A ii — Privacy Notice for School Workforce

The categories of school workforce information that we collect, process, hold and share include:

e personal information (such as name, employee or teacher number, national insurance
number)

e special categories of data including characteristics information such as gender, age, ethnic
group
contract information (such as start dates, hours worked, post, roles and salary information)

o work absence information (such as number of absences and reasons)
gualifications (and, where relevant, subjects taught)

Why we collect and use this information
We use school workforce data to:

¢ enable the development of a comprehensive picture of the workforce and how it is deployed
¢ inform the development of recruitment and retention policies
e enable individuals to be paid

The lawful basis on which we process this information

We process this information under Article 6 1b because it is necessary for the performance of
the contract we have with you, to ensure that you are paid correctly, and the correct deductions
are made for tax, national insurance and pensions. Also, sensitive data is collected under Article
9 2b, because the processing is necessary for the purposes of carrying out our obligations in the
field of employment, social security and social protection law.

We are also required to collect data for the school workforce census under the Education Act
1996 — see guidance at https://www.gov.uk/education/data-collection-and-censuses-for-schools

Collecting this information

Whilst the majority of information you provide to us is mandatory, some of it is provided to us on
a voluntary basis. In order to comply with data protection legislation, we will inform you whether
you are required to provide certain school workforce information to us or if you have a choice in
this.

Storing this information

We hold school workforce data for six years after termination of your employment, after
which it is securely destroyed.

Who we share this information with

We routinely share this information with:

e our local authority
¢ the Department for Education (DfE)

Why we share school workforce information
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We do not share information about workforce members with anyone without consent unless
the law and our policies allow us to do so.

Local authority

We are required to share information about our workforce members with our local authority (LA)
under section 5 of the Education (Supply of Information about the School Workforce) (England)
Regulations 2007 and amendments.

Department for Education (DfE)

We share personal data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins workforce policy monitoring, evaluation, and links to school
funding/expenditure and the assessment educational attainment.

We are required to share information about our school employees with the (DfE) under section 5
of the Education (Supply of Information about the School Workforce) (England) Regulations
2007 and amendments.

Data collection requirements

The DfE collects and processes personal data relating to those employed by schools (including
Multi Academy Trusts) and local authorities that work in state funded schools (including all
maintained schools, all academies and free schools and all special schools including Pupil
Referral Units and Alternative Provision). All state funded schools are required to make a
census submission because it is a statutory return under sections 113 and 114 of the Education
Act 2005

To find out more about the data collection requirements placed on us by the Department for
Education including the data that we share with them, go to https://www.gov.uk/education/data-
collection-and- censuses-for-schools.

The department may share information about school employees with third parties who
remote the education or well-being of children or the effective deployment of school staff in
England by:

e conducting research or analysis
e producing statistics
¢ providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data
is maintained and there are stringent controls in place regarding access to it and its use.
Decisions on whether DfE releases personal data to third parties are subject to a strict approval
process and based on a detailed assessment of:

e who is requesting the data

o the purpose for which it is required

the level and sensitivity of data requested; and
o the arrangements in place to securely store and handle the data
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To be granted access to school workforce information, organisations must comply with its
strict terms and conditions covering the confidentiality and handling of the data, security
arrangements and retention and use of the data.

For more information about the department’s data sharing process, please visit:

https://www.qgov.uk/data-protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe

Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about you
that we hold. To make a request for your personal information, contact the DPO on the address
above.

You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or
distress

e prevent processing for the purpose of direct marketing
object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we ask that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/

Further information

If you would like to discuss anything in this privacy notice, please contact:

Data Protection Officer
c/o Chalton Lower School
Luton Road

Chalton

Bedfordshire

LU4 9UJ

chalton@chaltonlower.co.uk
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Appendix 2 — Retention of Documents

This schedule lists the principal documents held relating to pupils and staff but is not an
exhaustive list. For retention periods for other documents, please refer to the
Information Management Toolkit for Schools — www.irms.org.uk

Document

Period of retention

Pupil-related records:

Pupil file (electronic and paper
copy) Lower/middle schools

Upper school

While the child remains at the
school, then transferred to the next
school

Date of birth of pupil + 25 years

Child protection files

Date of birth of pupil + 25 years,
then review

Attendance registers

3 years from date entry made

SEN files

Date of birth of pupil + 25 years

Examination results

Current year + 6 years

Parental consent forms for school trips

Conclusion of trip, unless major
incident, in which case DOB of pupil
involved + 25 years — all consent
forms to be kept in this case, to show
rules followed for all pupils

Staff related documents:

Records leading up to appointment of a new member of
staff
— unsuccessful candidates

- successful candidates

Date of appointment of

successful candidate + 6

months

Added to staff personal file (see below)

Staff personal file (electronic and paper copy)

Termination of employment + 6 years

Timesheets

Current year + 6 years

Annual appraisal/assessment records

Current year + 5 years

Allegations of child protection nature (even if unfounded)

Normal date of retirement or 10
years from date of allegation,
whichever is longer
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Disciplinary Proceedings:
- oral warning

- written warning level 1

- written warning level 2

- final warning

- case not found

Date of warning + 6 months
Date of warning + 6 months
Date of warning + 12 months
Date of warning + 18 months
Dispose of at conclusion of case
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